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Motivacao

Back View Mode Quick Look Action Search
D iPhone de Barnardo @ iExplorer B iPhone de Bernardo [ Apps Documents t lite3

Name File Type SoHss s

s} Media
v Documents

v Ay Apps £ cost.sqlite3 SQLITES3
D B Library

B tmp

=

]
.
]
]
]
=
.
=
]
-
]
]
C]

Size: 16 kB

Last Modified:

Type: SQLITE3
Location: /Documents
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Motivacao

File Edit View Proxy Tools Window Help

2 EETH o"® S/ X6 @

i Active Connections Session 2 * }

,—{ Structure = Sequence 3

{0verview Contents  Summary  Chart Notesj

‘v

v € https://client-lb.dropbox.com:443

' <unknown>
4 <unknown>

v @ https://p06-keyvalueservice.icloud.com:«

' <unknown>
4" <unknown>

B @ http://notifyl0.dropbox.com:80
v @ https://dl-client451.dropbox.com:443

1 <unknown>
5 <unknown>

> @

[ Q https://clients1.google.com:443

v @ http://os.art.br
&) <default>

B @ https://dl.dropboxusercontent.com:443
B @ https://api.smoot.apple.com:443

B @ https://gs-loc.apple.com:443

1€

¥ <l

”~

CET / HTTP/1.1

Host: os.art.br

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*:q=0.8

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_10) AppleWebKit/538.46 (KHTML, like Gecko) Version/8.0 Safari/538.46
Accept-Language: pt-br

Accept-Encoding: gzip, deflate

Connection: keep-alive

[ Headers ~ Raw |

<html lang="pt'> <head><meta charset="utf-8' /> <title>o0s.art.br</title> <meta name="viewport' content="'width=device-width, initial-scale=1.0' /><mi
a name='description' content='Giovanni Gargano studio de arte Producao artisticas Desenhos, Pinturas, Esculturas e objetos de arte' /><meta name="keyw
ds' content="studio, producao, série, tela, selvagem, oleo, escultura, vestimentos, fragmentos, rubi, natureza, fragna, véstias, tribbus, 35x35cm, formatos

i01416, straus, sobre, contato, pequenos, medida, vestias, urbanos, amazonia, tramas, copa, ecos, design, biografia' /> <meta name="author' content='Gicf
anni Gargano' /> <link href="css/bootstrap.min.css' rel='stylesheet’ /> <style type="text/css'>body {padding-top: 60px;padding-bottom: 40px:}</style>
ink href="'/css/bootstrap-responsive.min.css' rel="stylesheet' /> <link href="/css/normalize.css' rel="stylesheet' /> <link href='/css/style.css' rel="styles}
et' /><!-- Le HTMLS shim, for IE6-8 support of HTMLS elements --> <!-~[if It IE 9]> <script src='http://htm|Sshim.googlecode.com/svn/trunk/htmIS.js',;'
</script> <![endif] --><link rel="shortcut icon' href="/img/apple-touch-icon-16-precomposed.jpg' /> <link rel="apple-touch-icon-precomposed' sizes
'144x144" href='/img/apple-touch-icon-144-precomposed.jpg' /> <link rel="apple-touch-icon-precomposed' sizes='114x114" href='/img/apple-touch-
con-114-precomposed.jpg' /> <link rel="apple-touch-icon-precomposed' sizes='72x72" href='/img/apple-touch-icon-72-precomposed.jpg' /> <link rel
'apple-touch-icon-precomposed' href='/img/apple-touch-icon-57-precomposed.jpg' /> </head><body> <div class="'navbar navbar-inverse navbar-fixe
~top'> <div class='navbar-inner'> <div class="container'> <a class='btn btn-navbar' data-toggle='collapse' data-target=".nav-collapse'> <span class='"icoi
-bar'></span><span class="icon-bar'> </span><span class='icon-bar'> </span></a><a class='brand' href="/'>0S.art.br</a> <div class='nav-collapse
ollapse'> <ul class="nav'> <li> <a href="vestias.html'>Vestias </a> </li><li><a href="rio1416.html'>Rio1416 </a> </li> <li> <a href="fragna.html'>Fragna|
Ja></li><li><a href="tramas.html'>Tramas </a> </li> <li> <a href='selvagem.html'>Selvagem</a> </li> <li> <a href='amazonia.html'>Amazonia</a> </E'
><li><a href="escultura.html'>Escultura</a> </li> <li> <a href="design_moveis.html'>Design</a> </li> <li> <a href="biografia.html'>Biografia</a> </li:
<li><a href="contato.html'>Contato</a></li> </ul></div> </div></div> </div> <div class='container'> <div class="row-fluid'> <div class="span12'> <c
v class="row-fluid'> <div class="span12'> <img src="https://dl.dropboxusercontent.com/u/33693151/nostu.com.br/img/index/11.jpg"/ > <div class="sp
></div></div></div> </div></div> <div class="row-fluid'> <div class="span12'> <div class="row-fluid'> <div class='span4'> <img src="https://dl.drop
oxusercontent.com/u/33693151/nostu.com.br/img/imagens/pontospretosbold.jpg"/> <div class='sp4'> </div> <a href=historia_2.html><h3 class="c3">

producao</h3></a><p>0leos sobre tela.</p><a href=ouvir_2.html><h1 class="h1'>Série 'Fragna' Fragmentos da Natureza</h1></a><div class="row-a

luid'> <div class="span12'> <div class="row-fluid'><div class="span6'> <img src="https://dl.dropboxusercontent.com/u/33693151/nostu.com.br/img/fi y

L FH<«rl

[ Headers = Text = Hex = Compressed = HTML = Raw j
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Conceltos Basicos

* O que ¢ Criptografia ?
e Como 10\ lida com AES 256 (32 bytes)
e Como 105 lida com SHA 256 (32 bytes) -

* O que ¢ Device 1D

 Jailbreak




Dewvice 1D

. | #import <Security/Security.h>
¢ | #import <CommonCrypto/CommonDigest.h>

| #import <CommonCrypto/CommonCryptor.h>
¢ | #import <CommonCrypto/CommonHMAC. h>

351 + (NSString#*)deviceld
| {
1 return [[[UIDevice currentDevice] identifierForVendor] UUIDString];
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Jailbreak

- (BOOL)checklailbreak
{
FILE =f = fopen("/bin/ssh", "r")
if (f) {
fclose(f);
return true;

}

return false;




RESUMO DE MENSAGEM

MESSAGE DIGEST



Resumo de Mensagem

Iranstormar um conteudo grande ou pequeno em
uma String de 32 caracteres

Objetivo é converte um conteudo para um resumo
Conversao ¢ uni-direcional

Operacao rapida



Resumo de Mensagem
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SHA 256

i 5 ) L o Abd s " “ ',
Ll | Avid Al Ad sl i Buedadd mdsdo b has o o s
-———— Ve - - oo o= .- e .- - .. e~ bone

| #import <Security/Security.h> 8
-+ #import <CommonCrypto/CommonDigest.h> [
& #import <CommonCrypto/CommonCryptor.h> |
| #1mport <CommonCrypto/CommonHMAC. h>

- (NSData *) SHA256Hash

B {

unsigned char hash[CC_SHA256_DIGEST_LENGTH];

(void) CC_SHA256( [self bytes], (CC_LONG) [self length], hash );

return ( [NSData dataWithBytes: hash length: CC_SHA256_DIGEST_LENGTH] );
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MD5

Fimport <Security/Security.h>

gimport <CommonCrypto/CommonDigest.h>
Fimport <CommonCrypto/CommonCryptor.h>
ZFimport <CommonCrypto/CommonHMAC. h>
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- - (NSData *) MDS5Sum
|
3 unsigned char hash[CC_MD5_DIGEST_LENGTH];
1 (void) CC_MD5( [self bytes], (CC_LONG) [self length], hash );
return ( [NSData dataWithBytes: hash length: CC_MD5_DIGEST_LENGTH] );
}
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CRIPTOGRAFIA AES

AES CRYPTOGRAPHY
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Criptografia AES

Iranstormar um contetido grande ou pequeno em
um conteudo criptogratado

E necessario uma chave para converte o conteudo

E necessario da mesma chave para voltar ao
conteudo original

Conversao ¢ bi-direcional se a chave for a mesma

Operacao rapida
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Criptografar

- — (NSDatax)dataEncrypted: (NSMutableDatax) keyData iv:(NSMutableDatax)ivData
B
1t (keyData.length <= 16) [keyData setLength: 16];
else if (keyData.length < 24) [keyData setlLength: 24];
else [keyData setlLength: 32];
[ivData setlLength: [keyData length]];
CCCryptorRef cryptor;
if ( CCCryptorCreate( kCCEncrypt, kCCAlgorithmAES128, kCCOptionPKCS7Padding, [keyData bytes], [keyData length]
, [ivData bytes], &cryptor) != kCCSuccess ) return nil;
size_t bufsize = CCCryptorGetOutputlLength(cryptor, (size t)self.length, true);
void *= buf = malloc(bufsize);
size_t bufused = 0;
size_t bytesTotal = @;
it (CCCryptorUpdate( cryptor, [self bytes], (size_t)[self length], buf, bufsize, &bufused) != kCCSuccess) {
free(buf);
return nil;
}
bytesTotal += bufused;
it (CCCryptorFinal(cryptor, buf + bufused, bufsize - bufused, &bufused) != kCCSuccess) {
free(buf);
return ( nil );
}
o | bytesTotal += bufused;
= | CCCryptorRelease(cryptor);
7 return [NSData dataWithBytesNoCopy:buf length: bytesTotall;
}

MY Ve 1 001 pem il
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Decriptogratar

- (NSDatax)dataDecrypted: (NSMutableDatax)keyData iv:(NSMutableData*)ivData
{

1t (keyData.length <= 16) [keyData setLength: 16];

else if (keyData.length < 24) [keyData setlLength: 24];

else [keyData setlLength: 32];

[ivData setlLength: [keyData length]];

CCCryptorRef cryptor;

if ( CCCryptorCreate( kCCDecrypt, kCCAlgorithmAES128, kCCOptionPKCS7Padding, [keyData bytes], [keyData length]
, [ivData bytes], &cryptor) != kCCSuccess ) return nil;

size_t bufsize = CCCryptorGetOutputlLength(cryptor, (size_t)self.length, true);

void = buf = malloc(bufsize);

size_t bufused = 0;

size_t bytesTotal = 9;

if (CCCryptorUpdate(cryptor, [self bytes], (size_t)[self length], buf, bufsize, &bufused) != kCCSuccess) {
free(buf);
CCCryptorRelease(cryptor);
return nil;

}

bytesTotal += bufused;

1f (CCCryptorFinall(cryptor, buf + bufused, bufsize - bufused, &bufused) != kCCSuccess) {
free(buf);
CCCryptorRelease(cryptor);
return nil;

}

bytesTotal += bufused;

CCCryptorRelease(cryptor);

return [NSData datawWithBytesNoCopy:buf length: bytesTotall;

}




CRIPTOGRAFIA RSA

RSA CRYPTOGRAPHY
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Criptografia RSA

Iranstormar um conteudo grande ou pequeno em
um conteudo criptogratado

Chave publica ¢ usado para criptar a mensagem

Chave privada ¢ usada para decriptar o conteuado
criptado

Conversao ¢ bi-direcional se o par chave publica e
privada forem compativeis

Operacao lenta
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fia RSA

Criptogra
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Criptografia RSA
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Criptografia RSA
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Criptografia RSA
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Criptografia RSA
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Criptografia RSA - Assinatura Digital

Pibice
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(Gerador de Par de Chaves

:

+ (NSRSAKeyPairx)generateKeyPairWithPublicKey: (NSData*)publicKey withPrivateKey: (NSData*)privateKey
{
NSRSAKey *publicKeyRef = [[NSRSAKey alloc] init];
NSRSAKey *privateKeyRef = [[NSRSAKey alloc] init];
NSMutableDictionary * privateKeyAttr = [NSMutableDictionary dictionaryWithCapacity:0];
NSMutableDictionary * publicKeyAttr = [NSMutableDictionary dictionaryWithCapacity:0];
NSMutableDictionary * keyPairAttr = [NSMutableDictionary dictionaryWithCapacity:0];
[keyPairAttr setObject:(__bridge id)kSecAttrKeyTypeRSA forKey:(__bridge id)kSecAttrKeyTypel;
[keyPairAttr setObject: [NSNumber numberWithUnsignedInteger:kSecAttrKeySizeInBitslLength] forKey:(__bridge id)kSecAttrKeySizeInBits];
[privateKeyAttr setObject: [NSNumber numberWithBool:YES] forKey:(_bridge id)kSecAttrIsPermanent];
[privateKeyAttr setObject:privateKey forKey:(_ bridge id)kSecAttrApplicationTaag];
[publicKeyAttr setObject: [NSNumber numberWithBool:YES] forKey:(__bridge id)kSecAttrIsPermanent];
[publicKeyAttr setObject:publicKey forKey:(_bridge id)kSecAttrApplicationTag];
[keyPairAttr setObject:privateKeyAttr forKey:(__bridge id)kSecPrivateKeyAttrs];
[keyPairAttr setObject:publicKeyAttr forKey:(__bridge id)kSecPublicKeyAttrs];
SecKeyRef _publicKeyRef = publicKeyRef.keyRef;
SecKeyRef _privateKeyRef = privateKeyRef.keyRef;
1t (SecKeyGeneratePair((__bridge CFDictionaryRef)keyPairAttr, & publicKeyRef, & privateKeyRef) != noErr) return nil;
publicKeyRef.keyRef = _publicKeyRef;
privateKeyRef.keyRef = _privateKeyRef;
NSRSAKeyPair *keyPair = [[NSRSAKeyPair alloc] init]);
keyPair.publicKey = publicKeyRef;
keyPair.privateKey = privateKeyRef;
return keyPair;

W—_— __T



Criptogratar com RSA

+ (NSData=)encryptData: (NSDatax)plainData withKey: (NSRSAKey*)key

{
if (!plainData || !key) return nil;
size_t cipherBufferSize = SecKeyGetBlockSize(key.keyRef);
uintB8_t *cipherBuffer = malloc(cipherBufferSize * sizeof(uint8_t));
memset((void =)cipherBuffer, @%x8, cipherBufferSize);
NSData *plainTextBytes = plainData;

size_t blockSize = cipherBufferSize - 11;
size_t blockCount = (size t)ceil([plainTextBytes length] / (double)blockSize);

NSMutableData *encryptedData = [NSMutableData dataWithCapacity:0];

for (NSUInteger 1 = @ ; i < blockCount ; i++) {
NSUInteger bufferSize = MIN(blockSize, [plainTextBytes length] - i1 * blockSize);
NSData xbuffer = [plainTextBytes subdataWithRange:NSMakeRange(i * blockSize, bufferSize)];

if (SecKeyEncrypt(key.keyRef, kSecPaddingPKCS1l, (const uint8_t *)[buffer bytes], [buffer length],
cipherBuffer, &cipherBufferSize) != noErr){
1f (cipherBuffer) free(cipherBuffer);
return nil;

}
NSData *encryptedBytes = [NSData dataWithBytes:(const void *)cipherBuffer length:cipherBufferSize];

[encryptedData appendData:encryptedBytes];

}
if (cipherBuffer) free(cipherBuffer);

return encryptedData;

W _——“




Decriptogratar com RSA

_ (NSData%)decryptData: (NSDatax)encryptData withKey: (NSRSAKey=*)key

B
| if ('encryptData || 'key) return nil;
NSData *wrappedSymmetricKey = encryptData;
size_t cipherBufferSize = SecKeyGetBlockSize(key.keyRef);
size_t keyBufferSize = [wrappedSymmetricKey length];
NSMutableData *bits = [NSMutableData dataWithLength:keyBufferSize];
1T (SecKeyDecrypt(key.keyRef, kSecPaddingPK(CS1, (const uint8_t =) [wrappedSymmetricKey bytes],
cipherBufferSize, [bits mutableBytes], &keyBufferSize) != noErr) {
return nil;
}
[bits setlLength:keyBufferSize];
| return bits;
-}
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Keychain

* lLocal para armazenar Ghaves
* Protegido contra acesso

» Somente pode ser ido quando estiver

desbloqueado
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Keychain

static NSString *serviceName = @"com.mycompany.myAppServiceName";

+ (NSMutableDictionary *)newSearchDictionary: (NSString *)identifier {
NSMutableDictionary *searchDictionary = [[NSMutableDictionary alloc] init];
[searchDictionary setObject:(__bridge id)kSecClassGenericPassword forKey:(__bridge id)kSecClass]);
NSData *encodedIdentifier = [identifier dataUsingEncoding:NSUTF8StringEncoding];
[searchDictionary setObject:encodedIdentifier forKey:(__bridge id)kSecAttrGeneric];
[searchDictionary setObject:encodedIdentifier forKey:(__bridge id)kSecAttrAccount];
[searchDictionary setObject:serviceName forKey:(__bridge id)kSecAttrService];
return searchDictionary;

+ (NSDatax)searchKeychainCopyMatching: (NSString =*)identifier {
NSMutableDictionary *searchDictionary = [self newSearchDictionary:identifier];
[searchDictionary setObject:(__bridge id)kSecMatchLimitOne forKey:(__bridge id)kSecMatchLimit];
[searchDictionary setObject:(id)kCFBooleanTrue forKey:(__bridge id)kSecReturnDatal;
CFDataRef result;
if (SecItemCopyMatching((__bridge CFDictionaryRef)searchDictionary, (CFTypeRef =)&result) != noErr) return nil

return (__bridge_transfer NSData*)result;

+ (BOOL)createKeychainValue: (NSData*)data forIdentifier: (NSString *)identifier {
NSMutableDictionary *dictionary = [self newSearchDictionary:identifier];
[dictionary setObject:data forKey:(__bridge id)kSecValueDatal;
0SStatus status = SecItemAdd((__bridge CFDictionaryRef)dictionary, NULL);
return status == errSecSuccess;

+ (BOOL)updateKeychainValue: (NSData*)data forIdentifier: (NSString *)identifier {
NSMutableDictionary *searchDictionary = [self newSearchDictionary:identifier];
NSMutableDictionary *updateDictionary = [[NSMutableDictionary alloc] init];
[updateDictionary setObject:data forKey:(__bridge id)kSecValueData]l;
0SStatus status = SecItemUpdate((__bridge CFDictionaryRef)searchDictionary, (__bridge CFDictionaryRef)
updateDictionary);
return status == errSecSuccess;

+ (void)deleteKeychainValue: (NSString =)identifier {
NSMutableDictionary *searchDictionary = [self newSearchDictionary:identifier];
SecItemDelete((__bridge CFDictionaryRef)searchDictionary);

}
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Touch ID
Touch 1D for “Mint"

Please authenticate in order to proceed




OBRIGADO

BERNARDOBREDER@GMAIL.COM
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